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Using this Guide

Conventions used in this Guide

Further information regarding items marked with this symbol can be

This icon indicates a step that has the potential to be troublesome.
f found in “Appendix A: Troubleshooting” on page 28.

This icon indicates a hint, or concept that is learned.

=]
This icon indicates that a goal of the kit has been completed.
& This icon indicates a warning of the potential for confusion or danger.
Contact Information

For more information about your Digi products, or for customer service and technical support, contact
Digi International.

To Contact Digi International H Use

Digi International

World Headquarters

Mail
11001 Bren Road East
Minnetonka, MN 55343
Phone 1-866-765-9885 toll-free USA and Canada

8:00 AM - 5:00 PM (U.S. Mountain Time) 1-801-765-9885 Worldwide

Online Support http.//www.digi.com/support/eservice/login.jsp

Email rf-experts@digi.com
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Introduction

Thank you for purchasing an XBee® ZigBee SMT RF Module Development Kit. This kit is designed to make
it easy to set up an XBee mesh network using the ZigBee protocol, send data from one XBee to another,
and adjust the XBee settings. Before you start working with the kit, let's cover some basics.

Goals of the Kit

As you go through the steps in this kit, you will:

1. Set up your XBee ZB SMT RF Module Development Kit.
2. Download and install X-CTU configuration software.

3. Test communications link and establish a mesh network.
4. Set up over-the-air configuration.

5. Explore SMT design configurations.

6. Manage the network.

Requirements of the Kit

System Requirements

To install the software mentioned in this guide, you will need a PC running Microsoft Windows
2000, XP, Vista or Windows 7.

Additional Documentation

For more information about the software, APl operations, AT command modes, or the form
factor please refer to the XBee ZB SMT RF Module Product Manual available on the Digi Support
website.

For more information on configuring and using the X-CTU utility, please refer to the X-CTU
Configuration & Test Utility Software User’s Guide.

© 2013 Digi International, Inc.
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Part 1: Set up your XBee ZB SMT RF Module
Development Kit

Identify Kit Components

Carefully unpack and verify the contents of your kit. Your kit should include the following:

XBee Interface Board (4)

AN ==

Antenna (2) XBee/XBee-PRO PCB XBee/XBee-PRO U.FL
Module (2) Module (2)

W S
X N I g 4 &b
USB Cable (2) Power Supply (2) <§ Power Adapters (1 set)

International only

© 2013 Digi International, Inc.
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Assemble your Development Kit
To assemble your Development Kit, perform the following steps:
1. Install the modules on the XBee Interface Boards (XBIB) by lining the pins up with the headers and
pressing the modules into place.

2. Attach the dipole antennas to the modules.

3. Connect the first XBIB to your computer using a USB cable. This first device will be designated as
your coordinator.

4. Connect the remaining modules and interface boards, and set them aside for now.

You are now ready to run the X-CTU software.

You have just completed Goal #1 - setting up your
XBee ZB SMT RF Module Development Kit.

© 2013 Digi International, Inc.



Part 2: Download and Install X-CTU Software

For proper kit configuration and operation, X-CTU software (version 5.15 or later) must be downloaded
and installed. A copy of X-CTU software and USB drivers will need to be installed on each computer used
in conjunction with this guide.

Installing USB Drivers

The XBee USB interface board is a "plug-and-play" device that should be detected by the PC
automatically. If you are using Windows 7 or Vista, the USB drivers should automatically install and a
notification will appear in the lower right portion of your screen indicating success or failure.

If the USB drivers fail to install, please follow the USB driver installation instructions found here:
http.//www.digi.com/support/kbase/kbaseresultdetl.jsp?id=3214.

If you are using Windows 2000 or XP, download and install the driver as per the following directions.
To install the USB driver:

1. Download the driver setup file at:
http://ftpl.digi.com/support/driver/FTDI_Windows_Driver_Setup.exe.

2. Double-click on the setup file. A window will pop up during installation and automatically close
when the process is complete.

Installing X-CTU Software

1. Download X-CTU at www.digi.com/xctu.

2. Browse to the folder to which you saved the above install file.

3. Double-click on the installer file and follow the X-CTU Setup Wizard.

4. When asked if you would like to check Digi's web site for firmware updates, click Yes. Updates may
take a few minutes, please be patient.

5. After the firmware updates are complete, click Close.

6. Start X-CTU by double-clicking on the X-CTU icon on your desktop, or by selecting Start > Programs
> Digi > X-CTU.

The X-CTU software is now ready to be used.

You have just completed Goal #2 - downloading and installing
the X-CTU configuration software.

© 2013 Digi International, Inc.
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Part 3: Test Communications Link and
Establish a Mesh Network

Configure the Modules

Each network requires one and only one coordinator. For more information on the function of the
coordinator, see the Product Manual for the XBee ZB SMT RF Module. The first module will be configured
as the coordinator. The remaining modules will be configured as routers.

1. Connect an XBee Interface Board (with module installed) to your computer.
2. Double-click the X-CTU shortcut on your desktop.

3. Under the PC Settings tab, select the serial COM port associated with the interface boards you
have just attached to your computer.

PC Settings l Range Test] Terminal ] Modem Eonfiguration]

Com Port Setup
Select Com Port
I MAUAICSHOns For T, Baud 9600 -
f LISE Serial Part (COM1Z]
= et Flow Control |NONE -

Data Bits 8 :"
Parity NONE :"
Stop Bits 1 -

Test / Quemny |

Host Setup | User Com Ports] Netwaork Interface

APl FReponze Timeout

[~ Enable &P
Timeaut 1000

-

AT command Setup
ASCI Hex

Cammand Character [CC] | * B

Guard Time Before (BT) 1000

Modem Flash Update
™ Mo baud change

4. Verify that the baud rate and data settings match the internal settings of the devices:
® Baud Rate: 9600
® Flow Control: NONE
e Data Bits: 8
® Parity: NONE
® Stop Bits: 1

© 2013 Digi International, Inc. 10
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5. Click the Test/Query button to verify communication with the module. A pop-up will be displayed
showing status and some basic information about the attached module.

6. In the X-CTU Modem Configuration tab, click Read.

2 mIOML?] X-CTU FE'I

Modern  Parameter Profile  Remote Configuration...  Versions...

PC Settings] Range Test] Teminal  Modem Configuration ]

tdadem Parameter and Firmware Paramater View Profile Wersions

rite | Restare | Clear Screen Save Download new

[ Always Update Firmmware Show Defaults Load

WETFIONS...

Modem: =BEE Function Set Wersion

|=B24C ~| |215BEE ~|famE  +]
B4 Metworking o~
B (01D - Pan 1D

B [7FFF15C - Scan Channels

B (3150 - Scan Duration

B (075 - Zighee Stack Prafile

B (FFIM) - Mode Join Time

B [0]JM - Join Mokification

B (47711 0P - Operating PAN 1D

[ [D044) O - Operating 16-bit PAN 1D

B [16]1CH - Operating Charnel

B (141 KC - Mumber of Femaining Children
B (1) CE - Coordinator Enable

=23 Addressing

B (1342001 5H - Serial Number High

B [(40477357) 5L - Serial Mumber Lov

B [B3FE] MY - 16-bit Network Address

B (1) DH - Destination Addrezs High

B (1) DL - Destination Address Low

B [ 1M - Mode Idertifier

BY r1F1 I . A sirenies Hame

Getting modern type....OK

todem's firmware not updated

Setting AT parameters. DK

“rite Pararmeters.. Complate

COMT2 | 9600 8-M-1 FLOW:NONE =B24C Verd1E

X-CTU displays the available settings for the module.

7. The following procedure will set one device as the coordinator. Perform this procedure on the first
module that was connected to your computer during kit assembly.

a. Click on CE - Coordinator Enable and select 1-Enabled.
b. Click on DL - Destination Address Low and type in FFFF.
c. Then click the Write button.

Note: By assigning the DL as FFFF, this assigns the coordinator to broadcast transmission. Unicast
transmission will be covered later in this guide.

© 2013 Digi International, Inc. 11
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Modem  Parameter Profile  Remote Configuration...  Versions..
PC Settings] Fiange Test] Teminal tadem Configuration ]

Modem Farameter and Fimware Parameter Yiew Profile Wersiong
Read | Wirite: | Restare | Clear Screen Save Dermlees iem

I Always Update Firmware Show Defaults Load WETSIONS...

tModemn: <EEE Function Set Wersion
|pz4c _~| |z15BEE | |4me

B3 Networking

B 01D - FaM 1D

B [7FFF) 5C - Szan Channels

B (3150 - Scan Duration

B 10125 - Zighee Stack Profile

B [FFIMJ - Mode Join Time

B (07 JH - Jain Matification

B [(4242) 0P - Operating PAM 1D

B [COC4) 01 - Operating 16-kit PAN 1D

B [13) CH - Operating Charnel

B (14]) HC - Mumber of Remaining Children

B (11 CE - Coordinatar Enable - +
=43 Addiessing

B 134200 5H - Serial Nurnbe ENEENEN

B [40477357) 5L - Serial Mumber Low k

B (E780] MY - 16-bit M etwork Address

B 01 DH - Destination Address High

B FFFF) DL - Destination Sddress Low [FFFF +

B (1M - Node Identifier
B1 (1F1 bH . kd sirnnoes Hene
Set/read if this device is a coordinator (1) or not (0]

COM12 | 9600 8-N-1 FLOW:NONE xB24C Verd4(1E

Use the parameter window shown above to designate one device as the coordinator.

8. (Optional) If you are working in an area where other ZigBee networks are running, it is possible for
router modules to join an unintended network. To avoid this situation, you can set a single PAN ID
for all of modules you wish to be on the same network. To set the PAN ID:

a. Click on ID - PAN ID and enter a hex number (for example, A3 in the figure below).

b. Then click the Write button.

© 2013 Digi International, Inc.
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BB [comM12] X-CTU = L X

Modem  Parameter  Profile  Remote Configuration...  Versions..

PC Settings] Range Tesl] Temminal  Modem Configuration l

Modern Parameter and Firmware Parameter Yiew Profile Yersions

Read | ke Restore | Clear Screen Save Damdies rem
[ Abways Update Firmware Shaw Defaults Load versions...
Moden: XBEE-PRO  Function Set Wersion
|<BP24C _~| |aGeee | Jaoe ~|
E-48 Metwarking -

----- B 230 -Pak D a3

----- B [FFFF)5C - Sean Channels

----- B (350 - Szan Duration

----- B (125 - ZigBee Stack Profil

1 B (FFIMJ - Node Jain Time

----- B [00JM - Join Motification

----- B (5252 0P - Operating PAN ID

----- B (858E) 01 - Operating 16-hit PAM 1D
----- B (111 CH - Operating Charinel

----- B (14] NC - Mumber of Remaining Children
----- B (1) CE - Coordinator Enable

£ Addressing

----- B (132200) 5H - Serial Number High
----- B (40581600 5L - Serial Mumber Lo
----- B [123) MY - 16-bit Mebwork Address
----- B (1) DH - Destination Address High

----- B [FFFFI DL - Destination &ddress Low

----- B [ 1M1 - Mode Identifier

..... B F1RH - b svirnmrn Hone

Set/Read the ZigBee extended PAN ID. Yalid range iz 0 - 0<FFFFFFFFFFFFFFFF. For a
rauter or end device, (D determings the netwark to join, but 0 allows it ta join & netweork, with
ary extended PAM 1D, For a coordinator, 1D selects extended PAM 1D, but & value of D
cauzes coordinator to randomly select the extended PAN 1D,

ICDM12 9600 8-N-1 FLOW:NONE I

Note: You can set multiple parameters at once and then click the Write button to save them in
the module.

9. Configure the remaining 3 modules following Steps 1-8. Ensure that CE is set to 0 on these
modules. These will be designated as router (non-coordinator) modules.

m

a. Connect router modules in the network to the computer using the USB cable (two are included
in the kit). Once the network is established, the red LED near the USB connector on the USB
interface board will flash. Coordinators will flash at a rate of about once per second, and routers
will flash at a rate of about twice per second.

b. Open an X-CTU window for each module connected to the computer, select the appropriate
COM port, and go to the Terminal tab. USB interface boards can be connected one by one to the
network and computer so you can identify which module goes with which COM port.

Note: X-CTU only looks for available COM ports on start-up. If you plug in a USB interface board
after starting X-CTU, it will not be detected unless you close and re-start X-CTU.

10. In this configuration, the routers are set up to communicate with the coordinator. Using the
Terminal tab as shown below, any text entered in the window of a router module’s terminal will
show up in the coordinator’s window as a repeat of the character. Text transmitted is shown in
blue while text received is shown in red.

© 2013 Digi International, Inc.
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L r"m"'l
BB [cOM13] X-CTU e BB [coM12] X-CTU =1
About  XModem About  XModem
PLC Settings I Range Test  Teminal | bodem Configurationl FLC Settingsl Range Test Teminal | Modem Eonfigurationl
. Line Status Aszert | - Line Status Aszert
= Cloze | Assemble| Clear | Show Close | Assemble| Clear | Show
’7- i IVDTH I [RTS v [Break | Com Part | Packet | Screen| Hes ’7- IVDTH W [RTS IV [Break | Com Port | Packet | Screen| Hes
[Digi: Making wireless M2M Easy! ii Digi: Making Wireless M2M Easy! ii
Data is sent from the router
to the coordinator
Broadcast transmission from the coordinator Broadcast transmission from the coordinator
Data is broadcast from the coordinator
to all routers on the network

[COM13 3600 8-N-1 FLOW:NONE R 56 bytes [COMI2 3600 BN FLOWNONE [Fise 31 bytess |

Note: In this configuration, the coordinator is broadcasting its data to the routers (the destination
address of OxFFFF is the broadcast address). The routers are unicasting their data to the
coordinator (the destination address of 0x00 is the coordinator). You might notice that if data is
rapidly entered into the terminal window of the coordinator, there will be a long delay before it
reaches the routers. This is because broadcast transmissions in a ZigBee network require a large
amount of network overhead and are not practical in most situations.

In the next step, we will change the addressing of the coordinator to Unicast to a specific router.

© 2013 Digi International, Inc.
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11. In order to address to a specific router, we need to determine what the serial number of the
router is:

a. Open the Modem Configuration tab of the router that is connected to your PC and click Read.
b. Make a note of the SH (Serial Number High) and SL (Serial Number Low).

Modern  Parameter Profile Remote Configuration...  Versions...

PC Settings l Fiange Test l Teminal  Modem Configuration

Modem Parameter and Firmware FParameter Wiew Profile Yersions

A wiite | Festore | Clear Screen Save Dermlees mem
|— Alwayz Update Firmware Show Defaults Load VeIsions. .
Modem: *BEE-FRO Function Set Yersion
|%BP24C ~| |2GeEE ~| |40t~
- a Metwarking o
- @ @D - PAN 1D I
- @ [FFFF] 5C - Scan Channels

m

- @ [3150 - Scan Duration
— [ 10125 - ZigBee Stack Profile

- @ [FFIMJ - Mode Join Time

— @ 107JM - Join Motification

- [l [5252) OF - Operating PAN |D

- @ [858E) 0 - Operating 16-bit PAM (D

— @ 1111 CH - Operating Chanmnel

- @ 114) NG - Mumber of Remaining Children
- [ [0) CE - Coordinator Enable

- B 11382001 5H - Serial Number High
. B (40581600 5L - Serial Mumber Low

B (0] DH - Destination &ddress High
- [ [010L - Destination Address Low

- B [1MI - Mode Identifier
. B MF1KH - bd sviensen Hons

F!ead Iow 32 bitz of modems unique IEEE E4-bit Extended Address.

COM13 | 9600 3-N-1 FLOW:MOME =BPZ24C “erd4B

Note: The serial number is also printed on the label located on the RF shield of the XBee
module.

12. We now need to assign this serial number as the destination address on the coordinator:

a. On the coordinator, open the Modem Configuration tab, and click on the DH - Destination
Address High parameter and enter the SH - Serial Number High of the router.

b. Click on the DL - Destination Address Low and enter the SL - Serial Number Low of the router.
c. Then click the Write button.

© 2013 Digi International, Inc.
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[Moderm  Parameter Profile Remote Configuration...  Versions... [Moderm  Parameter Profile Remote Configuration...  Versions...

PC Settingsl Fange Testl Teminal  Modem Configuration | | PC Settingsl Fange Testl Teminal  Modem Configuration |

todem Parameter and Firmware: Parameter View Profile—— —Versions ————— — Modem Parameter and Firmware: Parameter View Profile—— —Versions
Restare | Clear Screen Save Dierlees] mam HIE W wite I Restare | Clear Screen Save Dierlees] mam

[ Always Update Firmware Show D efaults Load VEISIONS... [~ Always Update Firmware Show D efaults Load YEISIONS...

Modem: XBEE Function Set WErsion Modem: XBEE-PRO Function Set WErsion

EEEE x| |zGeEE >l jame  ~| BP24C x| |zGeEE >l |ame |
=43 Metworking - B4 Metwarking -
B (010 - PaN 1D F B (010 - PaN 1D
B [7FFF) 5C - Scan Channels B [7FFF) 5C - Scan Channels
B (3150 - Scan Duration B (3150 - Scan Duration
B (0)Z5 - ZigBes Stack Profile | & B (0)Z5 - ZigBes Stack Profile
B (FFIMJ - Node Jain Time B (FFIMJ - Node Jain Time
B (0)JM - Join Matification | B (0N - Join Matification
B (5252) OP - Operating PAN 1D B (5252) OP - Operating PAN 1D
[ (858E) OI - Dperating 16-bit PAM 1D [ (858E) OI - Dperating 16-bit PAM 1D
[&@ (11)CH - Operating Charinel I [&@ (11)CH - Operating Charinel
B (141 NC - Mumber of Remaining Children | B e ing Children
Bl (1) CE - Coordinetor Enable o ROUTER
2423 Addressing 45 .
B (134200) 5H - Serial Mumber Hi | - B [134.200) 5H - Serial Mumber High
B (40477357) 5L - Serial Mumber c oo R DI N ATO R - @ [405816DD) 5L - Serial Mumber Low
B (00 Y - 16-bit Network Address sl niinlel ol
B (134200) DH - Destination Address High |1 34200 B (01 DH - Destination Addres: High
B [405816D0) DL - Destination Address Low |4058‘I EDD B (01 DL - Destination Address Low
B (18I - Mode Identifier i B (18I - Mode Identifier
B3 (1F 1 hH . hd swiren e Hene B3 (1F 1 hH . hd swiren e Hene
Setfread the lower 32 bits of the B4 bit destination extended address. 0x000000000000FFFF Fead the 16 bit Metwork Address for the modem. 0«FFFE means the device has not joined a
iPs thecbroadll:lc:ist address for the PAN. 020000000000000000 can be used to address the Fam.
| Pan Coordinator.

| FiANGE 0-0<FFFFFFFF

COM12 | 9600 8-N-1 FLOW:NOMNE <B24C Ver401E COM1T3 | 3600 8-N-1 FLOW:NOME <BP24C Ver4(1B

You can now open the terminal tab for both modules as you did before to verify that the addressing is
assigned correctly.

This router will be used in the next section to perform a range test.

© 2013 Digi International, Inc.
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Perform a Range Test

1. While the coordinator module remains plugged into the computer, apply power to the router we
addressed earlier using a power supply in a fixed location. This module will be designated as your
remote module.

Note: You will need to have a jumper at P8 on the loopback header on the XBIB
for the remote module.

module. This could cause X-CTU to stall if the jumper is populated and requests

Ensure that the P8 jumper is not bridging the two pins together on the base
A are sent to the module.

L\ < !

(Un-Bridged) (Bridged)

2. Select the Range Test tab.
3. (Optional) Check the “RSSI” check box to display the Received Signal Strength Indicator.

© 2013 Digi International, Inc.
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4. Click Start to begin the range test.

About
PC Settings Range Test | Terminall hdodem Eunfiguratinnl

Clear Statz

Advanced >

Test

% Loop Back

0123456785 ;<=>7RABCDEFCHIJELMNO

I Transmit Fieu:eivel w |32

[COM12 | 3600 &-M-1 FLOW:NOME |

© 2013 Digi International, Inc.

18



XBee ZB SMT RF Module Development Kit Getting Started Guide

5. Monitor the link quality by reading the Percent section on the Range Test tab. This section displays
the running percentage of good packets sent to the receiving module and looped back to the base.

About
PC Settings  Fange Test I Terminall todem Configuration |

———— Percent
Stop ary

Clear Stats

Advanced >33

Test

@ |oop Back

Timeout weiting
Timeout waiting
Timeout weaiting
Timeout weaiting
Timeout weiting
Timeout waiting
Timeout waiting
Timeout weiting
Timeout waiting
Timeout weaiting
Timeout weaiting
Timeout waiting
Timeout weaiting
Timeout weaiting
Timeout weiting

M” Receive

COM1Z  [9600 8-M-1 FLOW:NONE

As your distance increases beyond the maximum range of the modules, you
will start seeing greater packet loss.

6. Click Stop to end the range test.

© 2013 Digi International, Inc.
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The Advanced tab provides you with more options. If you are running the range test with several mesh
modules acting as intermediaries, increase the Data receive timeout value to compensate for additional
latency.

PC Settings Fange Test | Terminall tdodem Configuration |

[ Packet Delay Percent

275
Min I msec —
Clear Stats EL I mIec
{ Advanced »»> | B sl -

~ Test

Start

Data receive timeout
& Loop Back I 1000 msec

1

Bad
29

Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting
Timeout waiting

MII Receive

[ [COMTZ 9600 8-N-1 FLOW:NONE

[P+ P M v P M+ A v PR+ P P v P« M+ P R+

You have just completed Goal #3 - performing a range test.

© 2013 Digi International, Inc.



XBee ZB SMT RF Module Development Kit Getting Started Guide

Establish a Mesh Network

You have already established a point-to-multipoint network. Now it is time to extend this network by
creating a self-healing mesh network.

1. Restart the range test.

2. Move the remote module further away from the base module until the signal is lost.

3. Assemble another module and interface board.

4. Connect with a power supply and place this device halfway between the base and remote

modules.

The intermediate module bridges the gap between the remote and the base and reestablishes
communication. The network "self-healed" by redirecting communications as soon as a pathway became

available.

You have just completed Goal #4 - establishing a mesh
network.

© 2013 Digi International, Inc.
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Part 4: Over-The-Air Configuration

Configure Remote Modules

You can configure the XBee modules over-the-air using X-CTU. To use this feature, the coordinator must
be configured for APl mode. For more information about APl mode, please reference the Product Manual
for the XBee ZB SMT RF Module.

1. On the base module, go to the Modem Configuration tab in X-CTU.

2. Click Read and the parameter types will appear in the window.

Modem  Parameter Profile Remote Configuration...  Versions...

PLC Settings I Fange Testl Terminal  Modem Configuration |
— Modem Parameter and Firmwware — 1~ Parameter Wiew Profile Yerzions
Read Wiite | Restore | Clzar Screen Save Berrileed fem

[~ Always Update Fimwsare Show Defaults Load wersions...

Modem: *BEE Function Set Yerzion
|xB24C _=| |2iGBEE >l |ae +]
i @ KY - Encryption Key ~
B MK - Mebwork Encryption Key

S Serial Interfacing

. B [31BD - Baud Rate

. | [0 ME - Parity

. @ 0058 - Stop Bits

- B [3 RO - Packetization Timeout

- [@ 111D7 - DIOT Configuration

- @ 100 DE - DI0G Configuration

. @ 1] 4P - &P Enable |[EEEEETAENED]

- [@ [0]40 - 4P Dutput [0~ TRANSPARENT MODE

(=23 AT Command Options }EEM
. [l [B41CT - AT Comm 2 - APl ENABLED "WITH ESCAPING

- [ [FEDIGT - Guard Times

- B [2B] CC - Command Sequence Character

B3 Sleep Modes

.. B [2015P - Cyclic Sleep Period

. B [115M - Number of Cpclic Sleep Periods

- B 0] 5M - Sleep Mode
. B (19001 CT - Tire hefrre Claan

Erables AP mode.

[COM1Z [ 9B008-NH-1 FLOW-NOME B24C WerdO1E

3. Set AP =1 on your base module by clicking on the AP command in the Serial Interfacing folder in
the Modem Configuration window.

4. Click the Write button.

5. Next, click Remote Configuration in the middle-top of the Modem Configuration tab. The
Network window will appear.
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6. Click Open Com Port and Discover; a list of network nodes will appear on the screen.

Address Mode Identifier Type Short Address Profile

There are no items to show in this siew,

B | Network [COM

Close Com Discover elList Metwork Settings...
_|Read Complete
Address Mode Identifier Type Shart Address Profile
13A20040477357 Coordinator
13A200405316DD Router 123

,
ETE

Modermn  Parameter  Profile  Remote Configuration..  Versions...

PC Settingsl Range Testl Terming

,
greter i &) Network o) -

Restore | Close Com Port  Discover MNode List  Metwerk Settings...
pdate Firrmware ead Complete

Modem: *BEE-PRO_Function Set Address Mode Identifier Type Short Address Profile
: - 13A20040477357 Coordinator
e |l | o e | -

=43 Networking
© e [ (5252110 - PAM D

B [FFFF)5C - Sean Chann
- [ (350 - Szan Duration

By selecting a particular node from the list, you can interact with it as if it were connected to the PC
directly. Now you can Read, Write, and Restore parameters on the main X-CTU window, and those
changes will occur over the air on the remote module selected in the Network window. Close the
Network window when you have finished with remote configuration.

You have just completed Goal #5 - over-the-air configuration.
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Part 5: XBee ZB SMT Design Considerations

Software Design Considerations

So far, we have been transmitting data between the modules in AT (transparent)mode. AT mode on the
XBee is beneficial because it is very simple to send and receive data. In this configuration, it acts as
though you had connected the two modules with a wire: whatever data goes into one module comes out
of the other transparently.

The other operating mode is API. This is a much more powerful way of transmitting data and remotely
controlling the module. If you performed the “over-the-air configuration” earlier in this guide, you have
already performed some operations using API (Remote AT commands through X-CTU.

Here is an example of APl mode in a real-world application:

A user has installed three sensors to monitor his factory equipment. He would like to wirelessly gather
the sensor data to a base module and be able to remotely control a relay located at each sensor. If he
were to use AT (transparent) mode, there would be no way to determine which sensor sent what data.
The data from the three sensors would come out of the base module’s UART in a jumbled mess.

By simply changing the base module to API mode, the data that is sent by the remote modules will come
out of the UART in an API frame. Included in this frame is the source address, as well as the sensor data,
so it is very easy to keep track of each sensor. This process works similarly for sending data back to a
specific module. The user can also send a Remote AT command to toggle a pin on one of the sensor
modules, allowing him to remotely control the relay.

Sensorl
$/N: 0013A20012345605 UART output
£ in AT mode

FI 287535

Itis not possible to tell which
sensor sent what data.

2%

Sensor 2

: R 28 R @ UART

SXN:0013A20012345678

9 lflART output

in APl mode
R JEOOOD 900013 A20012 345678123401 28 37
JEODOD S0 00 13 A2 00 12 34 56 88 12 35 01 35 19
Sensor3 JEOOOD 9000 13 A2 0012 34560518 3501 75 56

S/N:0013A20012345688 T ,]\
Source Data
Address
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APl mode is covered in detail in Section 9 (APl Operation) of the manual. We also have a useful tool
available to aid in prototyping and testing APl frames called Digi APl Frame Maker.

Hardware Design Considerations

It is highly recommended to review the Design Notes section of the XBee ZB SMT manual. This will
provide you with board layout considerations, powersupply design, and recommended pin connections.

There are some additional recommendations for implementing the XBee into your hardware design.

The XBee ZB SMT module is designed to be soldered in place. This creates some unique challenges for
troubleshooting and reprogramming the XBee. The primary means of updating and configuring the
module will be via over-the-air configuration, however there are some factors that will cause the module
to not be accessible in this way (bad firmware flash, unknown PAN ID, etc.) Reworking the module after it
has been installed will void the warranty, so it is recommended to have a physical programming header
installed on your board. This header will allow you to access the necessary pins of the XBee to configure
the module or perform a recovery if needed. Note that two devices cannot share the same UART
connection, so if a programming header is installed there should be some way to allow the header
exclusive access to the XBee, either with a physical jumper or software solution. The recommended pin
connections are listed in the manual.

The XBee ZB SMT module is 3.3v only; it is not 5v tolerant on any pin. Applying a voltage higher than 3.3v
will damage the module and void the warranty.

You may also want to consider implementing a dual-footprint design. This footprint gives you the
flexibility to implement either an SMT or through-hole XBee. Details on this dual-footprint are in
Appendix B of the manual.

There is a schematic available for our X-BIB-U interface board; this can be used as a reference for how to
design a proper interface to the XBee.
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Part 6: Managing the Network

Digi Gateways

Now that you have an RF network running, it is important to know how to manage that network. X-CTU
software and the various RF module features provide great tools for on-site XBee configuration, firmware
upgrades, and network diagnostics. However, in many cases it is necessary to be able to perform these
functions from a remote location via the Internet. Digi has solved this problem by creating RF-to-Internet
gateways to allow remote access, monitoring and control of your RF network over the Internet.

Oil Distributor

iDigi” Remote ’|v
System L 4
<

Ultrasonic
Sensor with
XBee® IB Module

ConnectPort® X2
Gateway

Storage Tanks

In the diagram above, a Digi ConnectPort X2 gateway is used to connect an RF network (plus other
peripherals) to the Internet via either the Ethernet port or a cellular WAN connection. Note that
gateways are programmable and can also be used to run local applications, which can monitor/control
the RF network, with or without Internet connectivity.

© 2013 Digi International, Inc.
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See http://www.digi.com/products/wireless-routers-gateways/gateways/ for an overview of Digi's suite
of gateway products. A simple ConnectPort X2 ZigBee to Ethernet gateway costs around $100 and can
quickly internet-enable your ZigBee network.

To the Cloud! Make the most of your data.

So you've created an RF network and connected it to the internet with a Digi gateway. Now what? The
next step is to decide what you want to do with all of that valuable data. Ask yourself some fundamental
guestions. Does an application need to be developed, or is there an existing application that will be
utilized? How should the data be presented? Who will be using this data? Is the audience internal,
external or both? Whatever the answers to these questions, Device Cloud by Etherios™ can help you
realize your vision and meet your needs for data capture.

Device Cloud is a public cloud platform-as-a-service that allows any application, anywhere, to connect
with anything, anywhere. Device Cloud takes care of the infrastructure, scalability and security, letting
you focus on what you do best - developing awesome products and applications. Get up and running with
Device Cloud for free and connect your device to explore what Device Cloud can do for you. Simply go to
www.etherios.com/devicecloud and click on Get Started Now to set up a free demo account.

To the Cloud! Take control of your device network.

Picture this. You have a network of thousands of devices to manage, many of them remote. You need to
update firmware, edit configurations, download software onto the various device types, dealing with IP
addresses, firewalls, security and server reliability. Sounds like a mammoth task. The Device Manager
application, hosted on Device Cloud, meets this challenge head on, allowing you to connect, control and
monitor the vast array of devices in your network. Perfect for large-scale deployments, you can group
devices and schedule operations, making device network management easy. Take a tour of Device
Manager at http://www.etherios.com/devicecloud/devicemanager and get started for free.
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Appendix A: Troubleshooting

Resetting the XBee ZB SMT RF Module

Each XBee USB Development Board has a reset button (located as shown below):

Pressing this button power cycles the module, but will not clear any changes written to the module. This
is useful if you are having issues accessing the COM port. This will also reset any parameters that were
changed but not written into memory. If your module is sleeping, pressing the reset button will wake it
temporarily.

Note: The remaining buttons are connected to various /O lines and are not
used in this kit. See the product manual for more details relating to this
functionality.

Why are the Modules no longer communicating with one another?

Network settings that can cause loss of communication include Baud Rate (BD), Parity (NB), and
Encryption Enable (EE) among others. Check to see if these parameters are set appropriately. If you are
unsure if your settings are affecting your communication, you might want to try setting your modules
back to their default settings. To do so, go to the Modem Configuration tab in X-CTU and click Restore.

© 2013 Digi International, Inc.
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Appendix B: ZigBee Functionality

ZigBee Nodes

The ZigBee Protocol defines three types of nodes: Coordinators, Routers, and End Devices, with a
requirement of one Coordinator per network. While all nodes can send and receive data, there are
differences in the specific roles they play.

@ Coordinator I\ E
<R Router E ~R /[ R\ AE
I~ |E &> K
E| End Device = | E

Coordinators are the most capable of the three node types. There is exactly one coordinator in each
network and it is the device that establishes the network originally. It is able to store information about
the network, including security keys.

Routers act as intermediate nodes, relaying data from other devices.

End Devices can be low-power / battery-powered devices. They have sufficient functionality to talk to
their parents (either the coordinator or a router) and cannot relay data from other devices. This reduced
functionality allows for the potential to reduce cost.

ZigBee offers these advantages:
® QOpen standard with interoperability between vendors

e QOption for lower cost, reduced function end nodes

© 2013 Digi International, Inc.
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